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Resisting Surveillance: Identity
and Implantable Microchips

Nancy Nisbet

There is no power relation without the correlative constitution of
a field of knowledge, nor any knowledge that does not presuppose
and constitute at the same time power relations.

—Michel Foucault [1]

Although surveillance of human behavior is not new, techno-
logical developments and heightened concern over public se-
curity are increasingly facilitating, and arguably justifying,
ubiquitous surveillance. Leading contenders in contemporary
social surveillance systems include: the establishment of na-
tional ID cards, the use of biometric identifiers and, poten-
tially, the implantation of identifying microchips. Perhaps the
most serious risk to personal privacy and freedom that any of
these systems pose 1s through the possible development of an
involuntary centralized or interconnected database. The im-
plementation, control of access, and restrictions of use of such
information repositories have many privacy advocates con-
cerned [2,3]. The trend toward the convergence of diverse
databases of collected information in North America and else-
where recalls Bentham'’s Panopticon [4] and the specter of co-
ercion that emerges in Foucault’s analysis of power and
knowledge in a disciplinary society.

My concern with the limits and risks of the explosion of sur-
veillance technologies prompted me to undertake an artistic
exploration of a particularly threatening system, that of im-
planted radio-frequency identification microchips. Pop! Goes
the Weasel, an interactive art installation first presented at the
Inter-Society for Electronic Art (ISEA) symposium in Nagoya,
Japan, in October 2002, is the first of several artworks that I
have undertaken to this end.

2001-2002: I have two microchips implanted in my body—one in
the back of each hand. The first was injected in October 2001 (Fig. 1)
and the second in February 2002 [5].

RADIO FREQUENCY
IDENTIFICATION TECHNOLOGY

Since the 1980s, Radio Frequency Identificaton Technology
(RFID) [6] has developed to the point that today it 1s widely
used in tracking and access applications. It is a wireless system

Nancy Nisbet (arust, educator) #403, 6333 Memonal Road, University of British Columbia,
Vancouver, BC V6T 122, Canada. E-mail: <nnisbet@interchange.ubc.ca>.

Based on a paper presented at ISEA 2002, 11th International Symposium on Electronic
Art, Nagova, Japan, 27-31 October 2002,

Article frontispiece. Photograph of workman’s hand, C-print,
11 inches in diameter, 2001. Detail from Pop! Goes the Weasel.
(© Nancy Nisbet)
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commonly used for livestock and
pet identification as well as auto-
mated vehicle i1dentification sys-
tems such as toll roads and parking
garages. RFID technology has the
potential to drastically alter human
surveillance. As microchips get
smaller and power supply issues [7]
are resolved, forms of human sur-
veillance that invade the body will
increase. Some human bioengi-
neering research in the United
Kingdom already uses implanted

ABSTRACT

Suweillance technologies and
centralized databases are
threatening personal privacy and
freedom. Radio Frequency
Identification (RFID) microchip
technology is one of several
potential human tracking and
authentication systems. The
author's interactive art installa-
tion Pop! Goes the Weasel aims
to explore opportunities for
resisting surveillance by altering
underlying assumptions con-
cerning identity. Viewers are
encouraged to experiment with
resistance by avoiding access
control, intervening in the
database and subverting notions
of a stable or single identity. The
author is planning a future
project to develop an interface
between the author’s two
implanted microchips and her
computer in order to track her
computer usage as it relates to
her technology-induced shifting
sense of self.

RFID technology [8]. In October
2002, the United States Federal
Drug Administration’s apparent
[9] decision that RFID microchips used for nonmedical ap-
plications do not need FDA approval for implantation into hu-
mans [10] significantly bolstered corporate interest. Applied
Digital Solutions, Inc. (ADS) is marketing external [11]
human tracking devices such as the wristwatch-like Digital
Angel and the internal VeriChip for “a variety of security, fi-
nancial, emergency identification and healthcare applicauons”
[12].

2001: I approached four surgeons and a veterinarian and asked
whether or not they would agree to perform the microchip implanta-
tion for artistic research purposes. The vet agreed to supply me with
the microchip but refused to inject it into me. One surgeon did not
reply to my message. The second declined. The third agreed on cond:-
tion that the Canadian Medical Association sanctioned the procedure.
The fourth stmply agreed.

Fig. 1. A surgeon implants an RFID microchip into the artist’s left

hand with a specially designed needle, October 2001. (© Nancy
Nisbet)
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IDENTITY AND MICROCHIP
IMPLANTATION

For any surveillance or tracking data to
be meaningful it must be associated with
a particular person, location or thing
being observed; ulumately, it is a process
that relies on some form of identifica-
tion. The dystopic futures of much sci-
ence fiction are only too replete with the
tracking and controlling of humans
through surveillance implants. Such fic-
tions are becoming science, and the fu-
ture is imminent [13,14].

Deciphering and altering the underly-
ing assumptions of a system can enable
disruption of that system. Some of the as-
sumptions of identity upon which sur-
veillance relies are: that a person’s
identity 1s singular, that one’s identity is
constant and unchanging, that identity
has a fundamental connection to the
body and, finally, that identity is ascer-
tainable.

I had two chips implanted into my
body because of the assumption that
each surveyed person has one unique ID
number—not two: one chip, one person
and one unique code. Surveillance relies
on minimizing confusion and keeping
one’s boundaries clear. I implanted only
two chips because it takes only two to cre-
ate a binary system—Ilike the zeros and
ones of computer code. With exactly two
chips I am able to “code for” an infinite
number of 1dentities just through the se-
quence In which they are scanned.

2000: Wanting to push beyond the specta-
cle of the implantation of a microchip, I strug-
gled to come to a point of departure—to make
a bold and playful entrance into a resistance
to corporate- or government-sanctioned sur-
veillance.

PoP! GOES THE WEASEL—
INSTALLATION DETAILS

There are four main components of this
installation: access gates, photographs,
video projection and the RFID scanning
system (Fig. 2). The viewer first encoun-
ters one of two RFID-controlled gates
that allow passage into and out of the in-
stallation space. Those viewers choosing
to wear an RFID microchip badge will be
able to “unlock” the gates, while those
without a badge will be locked out
(Fig. 3). Five black circular pedestals,
each topped with a transparent, backlit
photograph of a hand against a back-
ground of surgical green silk, are inter-
spersed in the installation. The five hands
(Color Plate A No. 2) resemble those of
an elderly woman, a gentleman, a pa-
tient, an elegant woman and a workman
(article frontispiece). Projected on one
wall is a short video loop documenting
the surgical implantation of a microchip
into my hand inter-cut with images of the
five hands described above (Fig. 4). The
background audio of the video is an al-
most unrecognizably warped interpreta-
tion of the nursery rhyme “Pop! Goes the

Fig. 2. A diagram of Pop! Goes the Weasel as it was installed at the ISEA symposium in Nagoya,
Japan, 2002. The numbers correspond to the locations of the eight antennae, the circles to
the six pedestals. Pedestal 2 has a transparent lid; the antenna and associated wiring are
visible. The photographs are located on pedestals 4-8. The heavy bars controlled by anten-

nae 1 and 3 designate the electronic gates.
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Weasel” alternating with a medical-
sounding beep. The final and crucial un-
derlying component of this installation
is the RFID scanning system. The instal-
lation houses eight RFID antennae, one
hidden under each photograph, one vis-
ible at each gate, and the last one in a
smaller sixth pedestal that exposes the
wiring and scanner of the RFID system.
The scanner at this last location is pro-
grammed to display, in real time, the
viewer’s badge ID number at the bottom
of the video projection. As someone with
a RFID badge approaches the gates or
any of the pedestals, the antenna will de-
tect the badge’s unique ID number and
store viewer-tracking data (ID number,
date, time and location) in a database
| 15]. The presence of an RFID badge at
one of the photograph pedestals will also
activate a light in the bottom of the
pedestal to illuminate the image.

1997: At a dinner party with friends, I was
introduced to the use of microchips to track
fish. The disturbing thought of using such mi-
crochips for human surveillance took root in
my mind.

PoP! GOES THE WEASEL—
OBJECTIVES

The installation presents issues of sur-
veillance as they relate to identity and the
body. It is a site of experimentation with
surveillance resistance strategies involv-
ing possible avoidance, intervention and
subversion of the system.

When no one was looking, a gentleman
crawled under the gate.

Avoidance: Although the gates suggest
restricted access, they are actually “leaky”
and allow motivated visitors to discover
ways to circumvent the access control.

A workman hurred over to the photograph
before the light went out.

Intervention: A forthcoming compo-
nent of future installations will enable the
viewer to effect directintervention in the
surveillance database itself. The small
pedestal where the electronics are visible
will be the site where the visitor may alter
some of the collected information. Each
microchip badge is pre-programmed
with a unique ID number. This number
1s associated with a database record that
contains other information, such as
name, occupation and country of resi-
dence. After scanning the badge to open
the associated data record, visitors may
change the name, occupation and coun-
try of residence associated with “their”
card. This information remains linked to
the card until another visitor adopts the
card and changes the associated “iden-

tity” yet again.
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Fig. 3. Pop! Goes the Weasel, installation view. (Photo © Nancy Nisbet) One of the access gates

....

is visible in the foreground. On the wall to the left is the projection of the video. The five
photograph pedestals are visible in the mid-ground.

After the others left the installation, an el-
derly woman quuetly altered the database.

Subversion: In the constant change in
“‘whom” the data belongs to, identity 1s
blurred (the data is associated with mul-
tiple people but with one ID badge), and
the collected information becomes
meaningless.

A lady covertly passed off her badge to an-
other.

This installation aims to remind par-
ticipants of the ubiquity of surveillance
structures, encourage visceral responses
to potential future modes of surveillance
and allow visitors to practice intervening
in and avoiding surveillance as possible
forms of resistance. Already significantly
conditioned to surveillance and authen-
tication interfaces, visitors routinely
placed their own hands upon the photo-
graphs. This connection is a form of self-
implication. The hand that reaches out
is also the hand surveyed. Whose hand is
it? Is this person someone you know? Is
it someone like you? Could it be you?

FURTHER WORK

I am interested in the interface between
the body and interactive informational
technologies. Subjection of my body to
the cultural coding and technical invasion
of implanted microchips is fundamentally
different from wearing them as an acces-
sory like a watch or tattooing numbers on
my body. I am interested in embodiment
versus adornment. These chips are per-
manent, nontransferable and hidden, and
they “talk” to certain machines.

In future work I will use my implanted
microchips to interface with my com-

puter and to track my identities as I travel
in both physical and cyber spaces. I will
use an RFID reader attached to my com-
puter to scan the chips in my hands, de-
pending on my perception of the nature
of how I am using my computer at that
moment. The scanning will initiate the
collection of data for my own private
database [16]. I have arbitrarily associ-
ated the chip in my left hand with my

identity at play, while the chip in my right
hand is associated with my identity at
work [17]. I am interested in juxtaposing
where “1” go inside my computer and cy-
berspace with which “I” is going there and
what “I” am doing there. While collecting
this “virtual” data, I will also record “real-
world” observations. Using a GPS (global
positioning system) unit, I will record my
geographical coordinates; with a web
cam I will document my physical sur-
roundings. Where am I (1s my body)
when I go “there” in cyberspace? I want to
explore the connections of my physical
body and associated identity(ies) to my
computer and my virtual identities. I will
investigate the nature of these identities
and how my perceptions of identity/self
may be shifting.

Exploration and experimentation with
the RFID human computer interface will
have significant impact on the project.
What is the experience of tracking my
every computer encounter? How do I ne-
gotiate the conscious decisions to identify
with one or another identity (as repre-
sented by chip ID number)? How does
the performative aspect of using my sys-
tem in public spaces such as cyber cafés,
libraries, etc., influence the project—my
notion of self, my awareness of self?

As a more public aspect of this work 1
plan to develop a scanner “detector.” As
RFID technologies become more widely

Fig. 4. A detail (video still of an x-ray of the artist’s hands) of the projection in the installa-
tion. (© Nancy Nisbet) The top portion plays a video loop while the small box in the lower
right corner displays the current badge ID number.
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used, I may not be able to determine
when my implanted chips are respond-
ing to hidden scanners. The scanner de-
tector will ensure that I remain aware of
my microchips’ “conversations” with pub-
lic surveillance devices: The detector will
allow me to resist accordingly and play
with the performative potential of such
knowledge.

CONCLUSION

Tracking and identification systems are
rapidly being developed: RFID technol-
ogy 1s one of the forerunners of ubiqui-
tous surveillance. I am interested in
provoking questions about these au-
thentication systems: How is identity as-
certained/maintained? What are the
hidden risks? Will chipping become
mandatory? How will these systems be im-
plemented? Who will have or control ac-
cess to the information? What are the
weaknesses that resistance can explore?
Pop! Goes the Weasel aims to encourage re-
sistance to surveillance structures by blur-
ring viewer identities, by avoiding access
control mechanisms, and by intervening
directly in the database. My ongoing
work will closely examine my personal
microchip interface with the computer
and playfully consider the resulting data
with respect to my body and my percep-
tion of self.

Current concern for national security
around the world reflects international
political tensions and is one factor that
has done much to bolster support for in-
creased human surveillance and has
brought such identification technologies
to the forefront of discussion. It may be
too late to prevent such pervasive and in-
vasive technical developments, but it is
not too late to demand protection for in-
dividual privacy and freedom. For all the
benefits that may emerge from the digi-
tal “angels” being developed, there is
the very real risk of their becoming
the 21st century’s all-too-watchful Big
Brothers.
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