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what?

★ REVIEW PRIVACY TECHNOLOGIES

๏ reflecting on research

๏ START A ROBUST DISCUSSION

✴ successes and failures

✤ ASSUMPTIONS

✤ aspirations 

✤ LIMITATIONS

✤ future steps
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privacy 
as 

confidentiality

the right to be let alone. 
Warren & Brandeis (1890)

hiding information and identity

privacy research paradigms
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privacy 
as control

separation of 
identities, data 
protection 
principles

right of the individual to decide 
what information about himself 
should be communicated to 
others and under what 
circumstances. (Westin 1970)
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privacy 
as practice

the freedom from unreasonable 
constraints on the construction of 

one’s own identity (Agre, 1999)transparency and feedback
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privacy 
as confidentiality
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short history
★ 69 first discussions

✤ concerns about centralized databases

✤ confidentiality between users/admins

★ 80s 

✤ Chaum’s proposal for anon-communications

✴ confidentiality of 

✴ content + who is communicating 

✴ andreas Pfitzmann, Brigit Pfitzmann, 
Michael Waidner

✤ Chaum’s proposal for blind signatures

๏ authenticity + anonymity
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short history

★ 90s 

✤ Chaum develops a scheme for anon-cash

✤ Brands’ scheme for single show selective 
disclosure credentials

✤ Camenisch multiple-show selective 
disclosure credentials

✤ main idea: 

๏ minimize data revealed during 
authentication / authorization

๏ zero-knowledge proofs
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★ 00s

✤ extension of the communities

๏ Privacy Enhancing Technologies Symposium (PETs)

๏ Workshop on Privacy in the Electronic Society

๏ Workshop on the Economics of Information Security

๏ Symposium on Security and Privacy

short history
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ANONYMIZERS
THE CONCEPT
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ANONYMIZERS
THE MODEL

★ observer (adversary)

✤ does not know who is 
communicating with whom

๏ probabilistic models

★ varying degrees of anonymity:

✤  entropy based metrics

๏ the threshold problem

★ users traces delinked from 
identity
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DB ANONYMIZATION

★PPDP - PPDM

★basic idea:

✤ hide the individuals in the db

✤ keep the utility of the data

✤ economic / dp approach

★CONCEPT OF K-ANONYMITY
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privacy 
as confidentiality?
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anonymization fail!

★shmatikov and Narayanan show 
that:

✤ you can always link disparate 
information sources and 
identify individuals

✤ so, what’s with personal data?

★try differential privacy...

✤ very theoretical interactive 
privacy preserving querying 
system
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anonymization

★an economic logic

✤ surveillance is intact

★data protection at unease

✤ personal data?

★further research on impact 
and strategies needed
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ANONYMIZERS
THE ASSUMPTIONS

1. there is no trust on the internet

2. users are individually responsible for 
minimizing the collection and dissemination of 
their data 

3. if they know your data then they know you

4. collection and processing of personal data, if 
used against you, will have a chilling effect

5. technical solutions should be preferred 
instead of relying on legal solutions
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anonymous city: 

a short film that shows a city in which absolute 
anonymity is attained. The film depicts both how such 
a state of affairs would require all individuals to 
hyper-control their activities in order to have 
“privacy”. It also makes evident the security research 
challenges inherent to making such systems, as they 
are used today as strategic counter-surveillance 
tools, robust against adversaries.
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ANONYMIZERS
ASSUMPTIONS

1. there is no trust on the internet

2. users are individually responsible for 
minimizing the collection and dissemination of 
their data 

3. if they know your data then they know you

4. collection and processing of personal data, if 
used against you, will have a chilling effect

5. technical solutions should be preferred 
instead of relying on legal solutions
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Passport

Police

Credit
card

Car rental
Bank

Hospital
Social

Services

Work

Insurance

you
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database

customer

royalty
royalty

market
marketdead weight lossgeodemographic systems

categories

databasecustomerCRMmarket
marketingDISCOURSE

databasecustomer
royalty
market

dead weight lossCRM

databaseroyaltymarketdead weight lossgeodemographic systems
categoriesdatabase

customer
marketing

UNDESIRABLE
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public
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joe has 3 friends, alice has 4 friends
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JOE is FRIENDS with ALICE
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ANONYMOUS
IS

VOGELFREI
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anonymous 

x
persistence
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PRIVATE INDIVIDUALS
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COLLECTIVES
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DETACHMENT
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STRATEGIC REVELATION
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privacy 
as control
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short history

★ identity management systems

✤ 90s

๏ microsoft passport

✴ single-sign on

✴ shunned: locking customers

✤ liberty alliance (oasis)

๏ federated identity management
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sso

identity 
provider

relying party

user
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liberty 
alliance /oasis

identity 
provider

relying party

user

identity 
provider

identity 
provider

identity 
provider
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selective disclosure 
credentials

identity 
provider

relying party
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selective disclosure 
credentials
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selective disclosure 
credentials

identity 
provider

relying party

user

1

( name = ali, bdate = 1.1.1980,
nationality = ‘immigrant’) 2

( name = ali, bdate = >1982,
nationality = ‘legal’) 
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advantages

★user centricity:

✤ unlinkable + unforgeable

✤ pseudonymous transactions

✤ disclose some certified 
attributes
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privacy 
as control?
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the real passport

country 1 country 2

citizen

1
( name = ali, bdate = 1.1.1980,

nationality = ‘immigrant’, 
travelTo = green, purple) 

2
( name = ali, bdate = 1.1.1980,

nationality = ‘immigrant’, 
travelTo = green, purple) 

Thursday, February 10, 2011



the real passport

country 1 country 2

citizen

powerRel1
( name = ali, bdate = 1.1.1980,

nationality = ‘immigrant’, 
travelTo = green, purple) 

powerRel2
( name = ali, bdate = 1.1.1980,

nationality = ‘immigrant’, 
travelTo = green, purple) 
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identity 
provider

relying party

user

powerRel1

powerRel2

powerRel3

government

will help you
with fraud!
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identity 
provider

relying party

user

powerRel1

powerRel2

powerRel3

government

will help you
with fraud!

on demand de-
annoymization!
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design fail!

★ universal identity system

✤ easy to construct fraud use cases

๏ easy to justify global escrow

★ dismisses existing solutions

✤ double spending prevention

✤ blacklisting without de-
anonymization

✤ reputation systems
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identity 
provider

relying party

user

powerRel1

powerRel2

powerRel3

governmentwe do 
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Thursday, February 10, 2011



relying party

user

powerRel

Thursday, February 10, 2011



relying party

user

powerRel

identity 
provider

Thursday, February 10, 2011



relying party

user

powerRel

user user

useridentity 
provider

identity 
provider

identity 
provider

identity 
provider

Thursday, February 10, 2011



Thursday, February 10, 2011



super
user

Thursday, February 10, 2011



super
user

citizen

Thursday, February 10, 2011



super
user

customer

citizen

Thursday, February 10, 2011



super
user

customer

citizen

individual

Thursday, February 10, 2011



super
user

customer

citizen

individual

controller

Thursday, February 10, 2011



super
user

customer

citizen

individual

controller

responsible

Thursday, February 10, 2011



privacy 
as practice

Thursday, February 10, 2011



privacy practices
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★ make data practices transparent

✤ data mining accessible and manipulatable

✤ gain authorship in the language of dbs

✤ contest the meaning of data 

๏ see michelle’s work

★ allow users to individually and collectively  
affect the flows of information

★ identity mirror, privacy mirror

✤ individual transparency not enough

✤ questioning economic thinking
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privacy 
as practice?
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★users may want to be open to 
negotiating Practices

✤ but how about service 
providers and governments?

✤ who defines what it means to 
be transparent?

★which practices prevail?

✤ wisdom of the crowds?
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lessons for researchers 
and developers

★avoid monopolizing what 
privacy technically is:

✤ confidentiality

✤ control

✤ practice

✤ may creativity prevail...

✴ suicide machine

✴ PlaySureVeillance
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lessons

★ privacy subverted

✤ data -> a personal property

✤ privacy -> A product

✤ attention: 

๏ privacy preserving surveillance?

Thursday, February 10, 2011



★follow privacy technologies 
closely

✤ the constraints are greater

✤ they need to be robust

✤ evaluate impact

๏ anecdotes, anecdotes, anecdotes

Thursday, February 10, 2011



★privacy is dead

✴
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★privacy is not dead

✤ we are in the process of 
creating it...

๏ and negotiating it...

✴ don’t forget the collective!
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★seda@esat.kuleuven.be

★www.cs.kuleuven.be/~seda/
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